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Abstract— MANET is widest range of protocol working
towards security however their needs some Enhancements
over the dynamic and active Kind of attacks. Out of those the
flooding attacks can tested to be to be devastating in terms of
resource consumption in terms of information measure and
battery power of the nodes. Because the MANET isn't having
any infrastructure and if all of an sudden due to such flooding
affect the networks performance gets degraded and also the
actual operations of communication are going to be
terminated. This research paper investigates the impact of
flooding attack on MANET and also proposed a method to
mitigate the same. Complete work is proposed to simulate
with NS-2.35 simulator using AODV routing protocols.
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|. INTRODUCTION

A Mobile Ad Hoc Network (MANET) formed by a set
of mobile hosts that perform basic networking functions
like packet forwarding, routing, and repair detection
without the help of a conventional infrastructure. Nodes of
an ad hoc network supported each other in forwarding a
packet to its final node, due to the restricted range of every
mobile host’s wireless transmission. The ad hoc network
uses no central superintendence. It ensures that the network
won't stop functioning simply because one in all the mobile
nodes moves off from the vary of the others. Nodes should
be able to enter and leave the network after they need. Due
to the mounted transmitter vary of the nodes, multiple hops
square measure typically needed to succeed in different
nodes within the network [2].
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Figure 1: Ad hoc network architecture

There are various types of attacks which try to degrade
the performance of the network. Flooding attacks occur
when a network becomes so heavily traffic loaded with
unnecessary packets initiating requests for link that it can
no longer process authentic connection requests. Flooding
is reason for traffic and congestion in the network and thus

www.ijcsit.com

incompleteness of legal connection. Once this buffer is full
with request packet traffic become uncontrolled no extra
connections can be made, and the result is a Denial of
Service [3].

In an ad hoc wireless network wherever wired
infrastructures don't seem to be likely, energy and
information determine conservation are the two key parts
presenting analysis challenges. Restricted information
determines make a network simply overcrowded by
management signals of the routing protocol. Routing
scheme developed for wired networks uncommonly acquire
into account limitations of this type. as an alternative, they
suppose that the network is in general steady and also the
overhead for routing messages is slight. Considering these
variations between wired and wireless network, it's
essential to develop a wireless routing protocol that restricts
congestion within the network.

The mobile unintended networks have many salient
characteristics, like Dynamic topologies, Bandwidth-
constrained, variable capability links, Energy-constrain
operation, limited physical Security [4]. Owing to these
options, mobile unintended networks are notably
susceptible to denial of service attacks launched through
compromised node.

MANET has several significant properties. Some of
them present below:

1. Mobility: Nodes are free liberated to travel arbitrarily.
Hence, the topology could modify accidentally and quickly
at uneven times, and should accommodates each
bidirectional and unidirectional links

2. Bandwidth Constrained, Variable Capacity Links:
Wireless links resolve the considerably lower capability
than their hardwired counterparts. In accumulation, the
complete turnout of wireless communications, once
accounting for the consequences of multiple access, fading,
noise, and interference conditions, is usually abundant but a
radio's most transmission rate.

3. Energy Constrained Operation: each and every one
node in a MANET possibly will rely on batteries or other
exhaustible means for their energy. For these nodes, the
foremost vital system style optimization criteria could also
be energy conservation [3]. Our work is on economical
energy consumption.

4. Self-Configuration: Nodes have capability to
reconfigure network topology and discover new path when
path breaks or node moves due to dynamic nature of
networks.

5. .Absence of Centralized Router: In ad-hoc networks,
each node play role as router that process route discovery
techniques because specific coordinator does not
designated as router.
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Il. RELATED WORK

Singh, N. et. al. [4] in this paper the author studied and
evaluated flooding attacks that is usually recommended by
giving some detection parameters. Here the variety of
parameters can work as one mechanism for detection of
DDOS attacks and distributive flooding attacks. During this
plan its later section additionally suggests inexplicit query
based detection and prevention technique for DDOS. The
parameters are: sequence number, battery power, RTT,
threshold values, packets forwarded at each node, total time
taken by any packet, black-list and a notification
mechanism (EAN). At the first level of simulation study the
approach is proving its effectiveness. It is recommended to
deal with attack impact and later on offer some
enhancements over the detection environments.

Kim, H.[4] In this paper, the author address a unique
defence mechanism using the amount of legitimate packet
processing at every node by that collaborative flooding.

attacks detection rates are improved. The work
additionally resolves a network conditions and confirms
that flooding attacks not solely causes network down
however additionally limit the method of legitimate nodes.
The work additionally estimates the standard of the packets
by using two specific buffer corresponding sizes of control
packets buffer and the data packets buffer. The local
density of a node is outlined because the variety of near
nodes lying underneath its transmission range. The
simulation results show that the proposed scheme
additionally improves the end-to-end packet delivery ratio.

I11.PROBLEM STATEMENT

The Flooding is that the active class primarily based
network attack whose aim is to create the network

overcrowded by some forged route request (RREQ) packets.

During this state of affairs once a route initiated route
discovery, then the supply node sends RREQ packet to its
neighbors and waits for a time for its reply.

The node isn't having any data regarding the behavior of

its neighbors. The neighbor distance is taken as a hop count.

Thus, if the node has smallest hop count the packet is
forwarded thereto. Throughout this method of ancient
routing the verification of legitimate node condition isn't
concerned and therefore some new node can destruct the
particular operating of the network by flooding the pretend
RREQ packets to the network. By these packets the
particular packet route discovery gets affected and that later
makes denial of service (DOS) attacks. Thus, within the
absence of any malicious packet removal schemes the
network is obtaining engorged with these pretend packets.

Ancient schemes don't seem to be capable of distinctive
these packets. Therefore anon many enhancements over the
AODV protocol is projected. This paper studies varied
techniques projected for overcoming the flooding attack
state of affairs and measured that there square measure
some problems that remains unsettled. [5]
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Figure 2. RREQ Flooding Attack

The node isn't having any data regarding the behavior of
its neighbors. The neighbor distance is taken as a hop count.
Thus, if the node has smallest hop count the packet is
forwarded thereto. Throughout this method of ancient
routing the verification of legitimate node condition isn't
concerned and therefore some new node can destruct the
particular operating of the network by flooding the pretend
RREQ packets to the network. By these packets the
particular packet route discovery gets affected and that later
makes denial of service (DOS) attacks. Thus, within the
absence of any malicious packet removal schemes the
network is obtaining engorged with these pretend packets.

Ancient schemes don't seem to be capable of distinctive
these packets. Therefore anon many enhancements over the
AODV protocol is projected. This paper studies varied
techniques projected for overcoming the flooding attack
state of affairs and measured that there square measure
some problems that remains unsettled. [5]

IV.SOLUTION APPROACH

The purpose of this study is to deploy flooding attack
and develop a technique to detect & prevent flooding attack
in the wireless network. Application of wireless networks
such as military battle field is used to transmit the
confidential data via wireless medium. Wireless networks
are also used in national security applications such as
monitoring and tracking the borders, nuclear attacks
detection etc. Since all the transmission take place through
wireless medium where security risks are major so the
security of sensitive information is important part thus the
security of data is important aspects.

Mobile nodes send data packets to its neighbour node in
networks using standard routing protocol like AODV but
the existing routing protocols in wireless network are not
designed for security purpose. AODV routing protocol is
vulnerable to many kinds of threats.

DDOS attacker node easily becomes a part of network
and creates conjunction on targeted node either to disable
receiver / intermediate node or decrease performance by
creating deadlock condition. In such case the AODV
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routing algorithm needs of some mechanism to detect and
prevent network from attacker nodes.

Security is a primary need of the real time scenarios
based on wireless networks. The basic assumption of this
study is that mobile nodes are normal and non-malicious
nodes in the network deployment. Mobile nodes have low
transmission power range due to this nodes are deployed in
the transmission range of its neighbor nodes[6]. All mobile
nodes deployed in the networks are static means there is no
mobility in the nodes. This study is based on the routing
attack called DDOS attack, so all nodes in the networks are
fully functional device (FFD). The results of this study are
measured at different scenarios which consist less number
of nodes.

A. Expected Benefits

1. The scheme is capable of timely malicious
behavior detection and continuous monitoring
which saves network resources efficiently.

2. The flooded nodes and packets are detected and
removed using conditional threshold based rate
limiter.

3. Alerting mechanism makes the distinction
between the actual node and attackers node by
which categorization is made easy.

4. Collaborative flooding is also detected by the
approach and gets isolated by other nodes
preventing DOS, and DDOS attacks.

5. No further overhead is involved with the Proposed
Algorithm and it makes minimal modifications to
the existing data structures and functions related to
blacklisting a node in the existing version of pure
AODV.

Also, the proposed scheme is a lot of efficient in terms of
its resultant routes established, resource reservations and its
computational complexity.

V. SIMULATION STRATEGY

The simulation of the work completed in three
scenarios. The configuration of scenarios is based on the
number of nodes are deployed and the position of the
source node and destination node. Initially all nodes in each
scenario are normal and no malicious node is present in the
scenario. The standard AODV routing algorithm is used at
routing protocol on network layer. The scenarios are
differentiated as per normal scenario, scenario with
malicious nodes and scenario with proposed technique;

Scenario 1: It describes the normal situation of mobile
ad-hoc networks with normal AODV routing protocols.

Scenario 2: It described impact of flooding attack
using high capacity method and impact of flooding attack
on performance of ad-hoc networks.

Scenario 3: Battery Capacity Based proposed

technique to detect and prevent flooding attack in mobile
ad-hoc networks.
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The following metrics are used in this work for
comparing the performance of AODV, AODV under
attacks and Modified AODV routing protocols.

Throughput (bytes/sec)
Packet Delivery Ratio (PDR)
End to End Delay

Energy Consumption

NN

V1. CONCLUSION

At this level of the analysis work isn't finished. The
creators are taking an effort at verity execution and are
clear that within the close to future the approach is sort of
effective whereas detection intruders at terribly early stages
of knowledge transfer. at first the simulation setting is
taken into account is recovering result than existing
approaches.
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